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Recon? Why bother

Traditional attacks updated

Passive attacks

A Your browser hates you

A Scare the hell out of you (thanks to the fine engineers at Microsoft):

A Your Active Directory/DHCP/DNS server can and will sell you out
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A Crafting malware for Dummies

Owning the same networks for the unemployed

Prevention




A One in five workers (21%) let family and friends use company laptops and PCs to access the
Internet.

More than half (51%) connect their own devices or gadgets to their work PC.

A quarter of these do so every day.

Around 60% admit to storing personal content on their work PC.

One in ten confessed to downloading content at work they shouldn't.

Two thirds (62%) admitted they have a very limited knowledge of IT Security.

More than half (51%) had no idea how to update the-amtis protection on their company PC.
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Five percent say they have accessed areas of their IT system they shouldn't have.

Based on a survey froMcAfeel h OEAU EAOA EAAT OEZAZEAA £ 60 OUDPA
workplace at risk:

A The Security Softiez This group comprises the vast majority of employees. They have a very

limited knowledge of security and put their business at risk through using their work computer at
home or letting family members surf the Internet on their work PC.

A The Gadget Geek Those that come to work armed with a variety of devices/gadgets, all of which
get plugged into their PC.

A The Squatterz Those who use the company IT resources in ways they shouldn't (i.e. by storing
content or playing games).




Recon? Why bother.

A | already have access to your network.




A | already have access to your network.
Ayl T1 O CleElTC AEOAO OPAAEAEA OA




Traditional attacks updated
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Standard process usually involves.




A Find targets




Traditional attacks updated
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A Find targets
A Exploit targets
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A Find targets
A Exploit targets
A 2

A Profit!!!







IPv6
A Many networking appliances have it on by default.
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IPv6
A Many networking appliances have it on by default.

A Many firewalls and IDS won't look at IPVv6.
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Tradit

IPv6

A Many networking appliances have it on by default.

A Many firewalls and IDS won't look at IPv6.

A Manyadminspay no attention to IPv6 traffic, or know how to.
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Tradit

IPv6
A Many networking appliances have it on by default.

A Many firewalls and IDS won't look at IPv6.
A Manyadminspay no attention to IPv6 traffic, or know how to.

Check out HD Moore's Paper on IPv6: http://milwOrm.com/papers/233




Nmap- nmap.org byfyodor




Tradition

Nmap- nmap.org byfyodor

A Only supports full connect scars) or version scanninggV). Both
SLOWon large subnets
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Nmap- nmap.org byfyodor
A Only supports full connect scars) or version scanninggV). Both
SLOWon large subnets

A No support for operating system fingerprintingd)




THCGIPv6 Attack Toolkihttp://freeworld.thc.org/thc -ipv6/
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THCGIPv6 Attack Toolkihttp://freeworld.thc.org/thc -ipv6/
A Alive6 quickly scans the network for IPv6 hosts.
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THCIPv6 Attack Toolkihttp://freeworld.thc.org/thc -ipv6/
A Alive6 quickly scans the network for IPv6 hosts.

A With a little scripting we can use the results with Nmap.




Locating IPv6 hosts.
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Locating IPv6 hosts.

Jalive6 ethO prepAlive | cutf2 -d" "|[awk {print $1"%eth0"}' > targets
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Locating IPv6 hosts.

Jalive6 ethO prepAlive | cutf2 -d" "|[awk {print $1"%eth0"}' > targets

fe80:0000:0000:0000:020c:29ff:fela:e1c6%ethO
fe80:0000:0000:0000:020f:1fff:fe20:11d3%ethO
fe80:0000:0000:0000:0200:; 74ff:feae:3dc5%eth0




Scanning IPv6 hosts with Nmap




Scanning IPv6 hosts with Nmap

A Connect Scan: nmay6 -sT-iL targets




Scanning IPv6 hosts with Nmap

Tradition
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A Connect Scan: nmay6 -sT-iL targets
A Version Scan: nmayb -sV-iL targets
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Scanning IPv6 hosts with Nmap

A Connect Scan: nmap6 -sT-iL targets

Starting Nmap 4.76 ( http://nmap.org ) at 2@2004 22:21 CST
Interesting ports on fe80::20f: 1fff:fe20:11d3:

Not shown: 999 closed ports

PORT STATE SERVICE

22tcpopenssh

Interesting ports on fe80::20c:29ff:fela:elc6:
Not shown: 999 closed ports

PORT STATE SERVICE

22tcpopenssh




Scanning IPv6 hosts with Nmap

A Version Scan: nmap6 -sV-iL targets

Starting Nmap 4.76 ( http://nmap.org ) at 2@2904 22:24 CST
Interesting ports on fe80::20f: 1fff.fe20:11d3:

Not shown: 999 closed ports

PORT STATE SERVICE VERSION

22tcpopenssh OpenSSH.6plDebianbubuntu0.5 (protocol 2.0)
Service Info: OS: Linux

Interesting ports on fe80::20c:29ff:fela:elc6:

Not shown: 999 closed ports

PORT STATE SERVICE VERSION

22tcpopenssh OpenSSH.5pl (FreeBSD 20061110; protocol 2.0)
Service Info: OS: FreeBSD




Other ways to find open hosts.
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NESIS
A Traditional Networkbased vulnerabilities

A Great for finding open file shares
A Hooks support working with other tools such as nmap and hydra




Tradit
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Thenessuscmavas introduced in version 3.2.0 and allows you to scan
directly from the command line.

A Easy to find open SMB shares usplgginID 10396

A Many sensitive documents can be found on these shares, especially
on printers.
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/nessuscmdU -0 -p139,445V -1 10396 172.16.1.0/24 OR IPV6 address

-U - Disable Safe Mode

-O- OS fingerprint

-p139,445 Scans TCP ports 139 and 445
-V - Display albluginoutput

-1 - PluginID
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+ Results found on 172.16.1.9 :
- Host information :
[1] PluginID 11936
Remote operating system : Microsoft Windows Server 2003 Service
Pack 2
Confidence Level : 99
Method : MSRPC

The remote host is running Microsoft Windows Server 2003 Service
Pack 2




nbtscanz Pollsnetbiosinformation.




Tradit
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nbtscan-v 172.16.1.9
Doing NBT name scan for addresses from 172.16.1.9

NetBIOS Name Table for Host 172.16.1.9:

Name Service Type

POSTMAN <00> UNIQUE
Unknown <00> GROUP
Unknown <lc> GROUP
POSTMAN <20> UNIQUE
Unknown <lb> UNIQUE
Unknown <le> GROUP
Unknown <ld> UNIQUE

__ MSBROWSE_<01>  GROUP
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UseMetasploitin conjunction with any of these tools to hack into the
hosts.




Traditional attacks updated

Issues with these traditional attacks.

A Noisy
A Large logging footprint
A)$360 xEI1 AOOCO I A AAZ OA ) AAI

A These are all active attacks.




Passive attacks

A SrreS,smyasrs™

Advantages
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A All prep work can be done away from the office
A Plausible deniability (defense attorneys love it)




Process:
A Setup
A Wait
A Profit




Passive attacks
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We need to force hosts to connect to us. Hdus2 the force.
A ARP cache poisoningZERYhoisy.

A DNS poisoning®lot as noisy but care must be taken to ensure
plausible deniability.

A LDAP packet injection@reative, small footprint, we may use this
A Security updates hijacking?l x x A8 OA OAIl EET C




Forcing hosts to connect to you.




Your broswer hates you.

Look familiar?

Connection Settings

Configure Proxies to Access the Internet

(O No proxy

(® Auto-detect proxy settings for this network _

(C) Manual proxy configuration:

Local Area Network (LAN) Settings

Automatic configuration

Automatic configuration may override manual settings. To ensure
the use of manual settings, disable automatic configuration.

Automatically detect settings

I:] Use automatic configuration script

Proxy server




Your broswer hates you.

Web ProxyAutodiscoveryProtocol (WPAD)
A Can be set by administrators.

The WPAD standard defines two alternative methods the system
administrator can use to publish the location of the proxy
configuration file.

A Using the Dynamic Host Configuration Protocol (DHCP)
A Domain Name System (DNS)
A And a little known third option, but we will get to that later.

Uses a proxy autgonfig (PAC) file to configure browser proxy.
Any network aware application will use the proxy settings.




Your broswer hates yovu.
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The proxy auteconfig (PAC) file

A Written inJavascript
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Your broswer hates you.
Example:

functionFindProxyForURlrl, host)

{

if (sInNe{mylpAddresq, "192.168.1.0", "255.255.255.0"))
return "PROXY 192.168.1.24:3128";

else

return "DIRECT",;

}




Your broswer hates you.
Supported Functions:
A Host name-based conditions:

The hostnamdased functions let you use the host name or IP address to
determine which proxy, if any, to use.

o dnsDomainl§)
oisinNet)

o isPlainhosthame()

o isResolvabl@

o localHostOrDomainl§

A Related utility functions:

odnsDomainLevel§




Your broswer

"  AAIM™

nates you.

Supported Functions cont:
A URL/host namebased condition:

o0 shExpMatclq)
A Time-based conditions:

o dateRangé€)

o timeRangd)
o weekdayRangé




Supported methods:

A DIRECT Fetch the object directly from the content HTTP server
denoted by its URL

A PROXYhame:port Fetch the object via the proxy HTTP server at
the given location (name and port)

A SOCKSame:port  Fetch the object via the SOCKS server at the
given location (name and port)




Did | mention the proxy does not have to be on the local network?

Also, you can create your own DHCP server to serve out the proxy
settings. However, log review will find the traffic.
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set.

Stays resident in the registry until a nevpadentry is located or the
auto-discover option is turned off.




